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Weekly SOC Shift Handoff
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CONFIDENTIAL — MANAGE SECURITY REPORT

SHIFT WINDOW
Sep 30, 11:59 — Sep 30, 23:59 UTC
GENERATED

Oct1, 2026 - 09:00 UTC

A plain-language snapshot of what the security team monitored, flagged, and handled during this shift — and what the next shift should keep an eye on.

Events analyzed Security alerts

68,40 24

»g records inspected potential issues flagged

Handled on time Avg. acknowledge time
alert to fir

ALERTS BY SEVERITY

@ Critical -1
® High-4

@® Medium - 12
® Low-7

ANALYST NARRATIVE

Needs attention

Avg. resolve time

55m

Alert volume stayed within normal range for the shift. One critical PowerShell

detection was triaged and escalated; all other alerts closed within SLA.
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Open incidents Resolved this shift
handed to next shift cases closed out
Flagged for AL review Incidents opened

awaiting a human check

SHIFT HIGHLIGHTS

MOST ACTIVE DETECTION

Suspicious PowerShell EncodedCommand

MOST COMMON ATTACKER TECHNIQUE

T1059.001 — PowerShell

BUSIEST SYSTEM

fin-ap-02

INCIDENTS OPENED + RESOLVED

3-5

RECOMMENDED ACTIONS

Confirm the fin-ap-02 PowerShell finding with the app owner
before next shift.
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