g zcrSIEM - Product Overview

SIEM Rdulndoudis Al

zcrSIEM

szuudanistayauazitkamsain)iudaaansnls Al ¥18351As1:K

as29IU duadu uazaulevikamsainudaaangBlunsalwasidedyavun3insizk

IK1=dKSU nu SOC, MDR, MSSP, CISO uwaznunad>uUanangovAns

govivlumsuzudviu doyanulasany tASaviioNuenau ta=msudvidausiuduuin mikenndzasuin
oa:lstuuazAdsmaclsco

ukavdayandulaaasnse [Ws>0ad - Active Directory - lnSavUargmv - 1A3aune - Microsoft 365 - uSns
Aada
sUuuumisigviu Cloud / SaaS k$avawdsaadvluavAns (on-premises) lagdugulums

aonuuulsadu

AJIUAINISaAKaAN

e Al $ro0s39duBAnmULazdaulovikamsal

e AumAzAnmUEIMUISSSUND Tk Al uavilumadvAurnasioaaulddausu

e Fuaduwsouusun MITRE ATT&CK 1azfiamuAIIuASDIUAQUUDYAISASIDIU

e goAinn1n Sigma ua: Elastic waugq coverage mu tactic uazukavdoya

* LayUdSa MsLVLEiDU LazNMwsIUMSadUauavLuuiSgalny

e dogaamnmsuividaulud incident workflow s19v1u MDR ta:msdaansAuusms

¢ sovsukats tenant logusndayauazulsursvavuda: tenant Wldnvuupaddua:aadvluavAns nawdnLND
WHAaduou tenant ua:yld

zcr.ai - zcrSIEM Product Overview v1.0.0 - TH - 2026-09-21 174



T [
20
P4 09 |

zcrSIEM - Product Overview

ukavdayauaznsiionaa

nAduukavdoya gunsad Network - Firewall - IDS/IPS - Windows ua: Linux - szuu Identity -
Endpoint Security - Email Security - Cloud Platform - Container uaz:

Kubernetes - EDR, NDR ua: Network Sensor

Cloud Platform AWS - Azure - Google Cloud - Huawei Cloud - GDCC Cloud - GDCC

OpenData (§audanu API, Webhook, Syslog k3 Native Connector

deyeyreu Endpoint 91a Windows, Linux wa: macOS - Microsoft Defender for
Office 365 - NDR, Network Sensor ua: IDS/IPS

Endpoint, Email ua:
Network

Threat Intelligence ukavdayaluu Open Source ua:owisusg Wiu API, Feed ua: STIX/TAXII

zcrSIEM su log maukavdayaldovlasasw nauwataaiindusudayacaduyav
a1ov Pvludavi zcrLog vAau

mssudoya

adeyeyrautdioudnisaduauaviniiiSuNasaudaldu

01/ asdadu WwoaulpvikamsailazAukwaanssulnavas

02 / duadu TaqusamsaifiAgddavdramavAurinasivasuld

03 / aduauav damukamsal SUNQBDU tazAUAUKIIASLATY

sauscukanguMamsuauaviulusieviu MDR uazsigviudikSUUSKIS

04 / shrgviu

® mec:

21

nnnnnnnnnn

wasuasalfuanmisaxulasans — dlragivonanmwinadautalu
Wismiauase

zcr.ai - zcrSIEM Product Overview v1.0.0 - TH - 2026-09-21

LAOMA&aNS19vIU — Mogwmaanwinaasutalu Tl avasy

2/4



2Cr

amwoianaulsa

e 2crSIEM
SECURITY CONSOLE
98 Dashboard
Overview
Custom Dashboards
@ Investigations

Incidents
Alerts

Log Search

Threat Hunv

Detection Rules
Asset Inventory

Threat Intel

T Reports

Management

[0 @ ABC Corporation v

Threat Hunting

Search normalized telemetry, investigate patterns, and save repeatable hunts.

Query Workspace

Run ad-hos searches across talsmetry

& Desoribe in plain English

Hunt Library

Browse saved hunts and coverage gaps

Al turns your description into a hunt query — you always review and edit it before running.

Try:  powershell downloading a file from the internet

processes spawned by microsoft word

& 3/Ctrl + Enter to translate

rdp logins by an administrater account

e.g. process_name:powershellx AND event_action:blocked

field:value - combine with AND ORNOT - wildcard * - numeric > < >= <=- quote values with spaces
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Detection Coverage

Measure source and MITRE ATT&CK coverage to expose detection blind spots.

Rule Catalog
Manage and synchronize detectien logic

Live

39

Rules a log source feeds today

Coverage by log source

Rules each source would activate (ingested today vs planned).

FortiGate

network

Palo Alto
network

Cisco ASA
network

Sangfor NGAF
netwerk

Sangfor Proxy
proxy

CrowdStrike Falcon
endpoint

<) Coverage
Source and MITRE ATT&CK coverage

Ready Uncovered

15 0

Activate when a planned source...

No planned source provides their...
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dns lookups to a suspicious top-level domain

Last 24 hours
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{é} Engine Health

Woerkers, queues, and runtime performance

ATTECK technigues
35/35

24 live - 100% cevered - v14.1

MITRE ATT&CK coverage by tactic

Ingested 16
Ingested 1M
Ingested 8
Ingested 6
Ingested 7
Ingested 12
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Base techniques with a rule — the live portion fires on currently-inge...

Reconnaissance

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery
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SaaS (Cloud)

zcrSIEM-1 1GB 90 5u 86,000

zcrSIEM-3 3GB 90 3u $18,000
zcrSIEM-5 5GB 90 5u $30,000
zcrSIEM-10 10 GB 90 5u $45,000

On-premises (6aWdLLds)

SITE-10 10 GB muwuRvalfiufignmdalasou 831,500
SITE-20 20 GB muwWuRdaIiuRgnmMdalnsew 852,500
SITE-50 50 GB muwuRvaliuAanmdalasou 892,400
SITE-100 100 GB muwuRvaliufignmdalassu 158,900
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