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_ Key signals from alerts, sources, and recent detections.
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Overview

Custom Dashboards
@ Investigations &

Incidents
Alerts

Log Search

Threat Hunting

Detection Rules

Asset Inventory

Threat Intel
T2 Reports v
Management v
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Threat Hunting

Search normalized telemetry, investigate patterns, and save repeatable hunts.

Query Workspace Hunt Library

Run ad-hoc searches across telemetry —  Browse saved hunts and coverage gaps

£3 Describe in plain English

Describe in plain English
(o) P g

Al turns your deseription into a hunt query — you always review and edit it before running.

:  powershell downloading a file from the internet rdp logins by an administrator account dns lookups to a suspicious top-level domain

processes spawned by microsoft word

T S—

e.g. process_name:powershellx AND event_action:blocked Last 24 hours

field:value- combine with AND ORNOT - wildcard * - numeric > < >= <=.quote values with spaces
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98 Dashboard ~ Detection Coverage
+ Create custom rul
Measure source and MITRE ATT&CK coverage to expose detection blind spots.
Overview
<~ Rule Catalog -+, Coverage 44 Engine Health
Custom Dashboards g ° @ E(=)3
Manage and synchreonize detection logic Source and MITRE ATT&CK coverage Workers, queues, and runtime performance
Investigations ~
Live Ready Uncovered ATT&CK techniques
Incidents 39 15 0 35/35
Alerts Rules a log source feeds today Activate when a planned source... Ne planned source provides their... 24 live - 100% covered - v14.1
Log Search
Threat Hunting Coverage by log source MITRE ATT&CK coverage by tactic
Rules each source would activate (ingested today vs planned). Base technigues with a rule — the live portion fires on currently-inge...
Detection Rules
FortiGate ngested 18 Reconnaissance
Asset Inventory network
Initial Access
Threat Intel Palo Alto Ingested "
network
Execution
@ Reports v Cisco ASA e— 8
network Persistence
v Privilege Escalatio
Management Sangfor NGAF Ingested 5 rivilege Escalation
network
Defense Evasion
{3 Settings v Sangfor Proxy Ingested 7
proxy Credential Access
CrowdStrike Falcon — 12 Discovery
endpoint
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